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" A
QCC Security overview

m Show how the security module of QCC is used
to give a user the correct access to the
appropriate modules at the right time

m Explore the Security View/Maintenance Module



Steps to perform

Establish QCC users and link them to server
users

Define user classes

*Assign classes to users

Establish user security settings as needed



Accessing System Security Module

" QSS ControlCenter 07 - QSS DE
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@ Favorites

: - F’ Print Manager (LSPOCL)
Print Manager / Job Menu [ Utilities
l_:_| Systemn Admin

------- System Security ¢

------ Session Administration

=5 @55 Report XML Editor

- @ Security View [ Maintenance
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[ Fixed Assets [ Stores
[ W2 /1099
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System Security
Main Dataform

%5 System Security 07 - Q55 DEMONSTRATION DISTRICT =lol=]
File Options Help
Bl Mk AFer X8
[ Inspect
© Users/Class | Application/Module/Task | Menu| Class Secuiity | System Setup|
f Printer Clags Assighment T User Utilities T Copy Functiohs ]
GUI User Mail T Server User Maintenance T LClasz Maintenance T Printer Maintenance T User Class Assighment B
GUI User Maintenance T Filkers
User ID Server User |Server Acct Print Dii y | Email Emp No |Job Desc Phone |User Desc |Last Pass Chg | Next Pass Chg | Start Login Date| Last Login Date| Last Login Time Startl.mil
B0 1NewUser MGR. QSSUSER PUB 1 1/1f1501 00:00 00:00 _I
Adam Lumia DEAAIL QSSUSER PUB adam@qss.com |2 1/1/1501 7/12/2012 11:16 00:00
ADMIN MGR. QS5USER PUB admin@gss.com |123456 | this is the adn| 123-45¢| this is the adr 1/1/1501 7/16/2012 09:49 12:00
ADMINZ MGR gesuser FUB admin@gss.com | 123456 | this is the adn| 123-45¢| this is the adi| 1/1/1501 12/31f2100 1/1/1501 1/1/1901 00:00 00:00
ATEST MGR. QSSUSER PUB 987654 00:00 12:00
ATEST1 MGR. QSSUSER PUB 987654 1/1/1501 12/31f2100 1/1/1501 1f1/1901 00:00 00:00
BAD MGR. QSSUSER PUB o 1/1/1501 1f4/2010 12:50 00:00
BETA MGR. QSSUSER PUB 123456 7/24{2007 7[24/2007 08:43 12:00
Bill Genske DEAWIG QSSUSER PUB o 6/29/2012 14:55 12:00
bret DEADL QSSUSER PLE email 0 job 123 |testdesc  |4/5/2007 1/1/2001 7/16/2012 08:11 12:00
bret2 MGR. QSSUSER PLE 0 testdesc  |4/5/2007 1/1/2001 9/7/2011 21:18 05:00
bret3 MGR. QSSUSER PUB o test desc 4/5/2007 1/1/2001 3/31/2011 11:34 12:00
DEAD1 DEADL QSSUSER DATAQCC 1 o 3/23/2007 1/1/1801 1f3f2012 16:51 00:00
DEAD2 DEADZ QSSUSER DATAQCC NEW2 o NEW3 408-83C(NEW1 7/13/2012 07:58 12:00
DEAD3 DEAD3 QSSUSER DATAQCC o 3/23/2007 2/14/2011 13:17 00:00
DEAD4 DEAD4 QSSUSER DATAQCC o 1f9/2011 13:08 12:00
DEAQDS DEADS QSSUSER DATAQCC o 7/13/2012 15:23 00:00
DEADS DEADS QSSUSER DATAQCC o 5/16/2011 15:00 00:00
DEAD7 DEADT QSSUSER DATAQCC o 7/13/2012 16:51 12:00
DEADS DEADS QS5USER DATAQCC o 7/15/2012 10:20 00:00 Ll;l

¥r:2008 Dist:07 Site:1 GS:W | 7/16/2012 |10:23 AM 2




System Security

User maintenance

%P System Security 07 - Q55 DEMONSTRATION DISTRICT =lol x|
Cptions
Okix 3|
| Inspect

User ID: IW

Server User: IW
Server Account: IQSSW
GUI Password: W
Mew Pazzward: I—
Confirmn Pazsward: I—
Emp Ho: IW

Phone: I—

Change Password Mest Login: [~

Print Group: |DATAEIPD

Uszer Desc.: I

Email: I

Job Desc.: I

Lazt Pazz Cha: I—
Mext Pass Cha: I—
Last Login Date IW
Last Login Time: I'ID'I?—
Login Count; |9851—
Login Eror: ID—

[~ lgnore Global Login DOW . Time Settings

— Resolved Global/User DOW /D atesTime Login settings —

DOwW User can login: Sun, Mon, Tue, Wed, Thu, Fri, Sat
Time range user can login; 0000 - 2359

— Dayz of week uzer iz allowed to login

v Monday v Saturday
v Tuesday ¥ Sunday

v Wednesday

v Thursdap

7 Fiday Select Al |

Global DO settings: Sun, Maon, Tue, Wed, Thu, Fri, Sat

— Uszer Login Date and/or Time

Date/Time Option |* Dizabled * j

Start Login D ate Wd
End Login Date IWLI
Start Time IW
End Time [1203

Global Time range uzer can login: 0000 - 2359




System Security
Filter users

2B System Security 07 - ¢S5 DEMONSTRATION DISTRICT Q

! Fie Options Help
M+ AN g ? X | 8

I| 3 Uszers qualified

[ D User/Class I Application/Module/Task | Menu| Class Security | System Setup |

[ Printer Class Assignment T User Utilities T Copy Funclions ]
GUI User Maii T Server User Maintenance T Llasz Maintenance T Frinter b aintenance
GUI User Maintenance T Filters

GUI Lser 1D if 1
Job Desc: I

Email Addiess I

User Desc I

Server User Mame: I—
Phone Nurnber. l—
Emp. Mumber. I—
Dristrict; I_
Year I_
sie [
Class IWIx j
Date Since Login IH—LI




User Class Maintenance

— s - . - " -
Year Access Security - $YRS5ECDEF Class iz the default for Claszes with blank Security. 9999=Global Year.
’iﬁccess: 1="White/2008, 2="White/2009, 3='Wiite/2010, 4= Read/9999, 5='Write/1972, B='Write/1997
Class ID Description Abbr Access 1|Year |Access 2|Year |A 3|Year A Year (A Year | Access 6| Year
SYRSECDEF Default Default Write 2008 |Write 2009 | Write 2010 |Read 9999 | Write 1972 | Write 1997
B EADMIN Admin Users ADMIN
ADMIN COPY All| Copy of Admin Class AL




"
Class Security

Clazz Tazk Security T Copy Clasz Security T Option Layouts T |zer Secu
Class : | GMJTEST m Type: |l Types =l
— Modules
(i)
Available | Application |Module Description Type |Class (| Mod | Class Access |Mod Access | Cls Enabled |Mod Enabled
¥ |'es QFIMAMCE ACBSUE Rebuild Account Balances.  |Report Write Read Yes Yes
Mo QFIMAMCE WRYOID Void Warrants (WRVOID) |Repori Write Read Yes Yes
MNo QFINANCE WRSTOP Stop Payment on Warrant {}| Repori Write Read Yes Yes
Mo QFINAMCE WROUTL Outlaw Warrants (WROLTL)| Repori Wirite Read fes Yes
Yes QFINANCE WARRAMNTS Warrant Management Exe Write Write Yes Yes
Mo QFINAMCE WARPYW View Payroll WR/DD On4ine |Repori Wirite Read Yes Yes
MNo QFINANCE WARPYH PA&Y Hand Warrants (WARF | Repori Write Read Yes Yes
Mo QFIMNAMCE WARPYC PAY Warrant Cancel (WARF | Repori Write Read Yes Yes




"
Task Options

fh System Security - Program Ophions Data Entry

File OCptions
=
=

® X

Caption Legal |Redq. Nom. |Max. 1234367589011 12345678901234567¢
k(Select User - Recommend=N* ¥ N Yes No 1 ¥ k4
Print Tab File - BRecommend=Y|Y¥,N Yes Hao 1 ¥ ¥
Spoolfiles/Stdlist - Recomme)|¥Y, N Yes Ho 1 Y ¥
Local Print Files - Recommend|Y,HN Yes HNo 1 ¥ ¥
Seszion History - Recommend=|Y,N Yes Hao 1 Y ¥
Server Commands — BRecommend=N|Y,N Yes Hao 1 ¥ ¥
Delete After Printing - Recom|U,D,C |(Yes Hao 1 1) "]
User can update/export files |(¥,N Yes Nao 1 ¥ ¥
User can set output priority -|Y¥,N Yes Hao 1 ¥ ¥
Default output priority - 08+ |00,01,|Yes Hao 2 0g og
Can see all route printers - ||Y,N Yes Ho 1 H 0
Save local print files on exi|Y, N Yes HNo 1 ¥ ¥
User can print locally - ¥* ¥, N Yes Hao 1 ¥ ¥
Uzer can route to ayvstem prinm|¥, W Yes Ha 1 Y ¥
User can download file - Y¥ Y, N Yes No 1 ¥ ¥
Uzer can export to Word - ¥* |¥, W Yes Hao 1 ¥ ¥
Uszer can export to Excel - Y*|¥, W Yes Hao 1 Y ¥
User can export to Excel wiza|¥, N Yes Nao 1 ¥ ¥
User can create a PDF - ¥Y* ¥, N Yes Hao 1 ¥ ¥
Uzer can copy to clipboard - |¥, W Yes Ha 1 Y ¥
User can Edit files (Future) ¥, N Yes No 1 ¥ k4
User can =save Global Profiles|Y, N Yes HNo 1
NDefanlt Maximum Search Month= Yea Ve (2




"
Security Settings (USERSEC

@@ He3x =lalx]

File Edit Connection Setup Macre Window Help

ID=s-H &8 =m0« RGER| K
MENO020 H.00.02 Update User Data 0SS /0ASIS

D

option (H for help): B

Select security file to change by pressing desired function ke

Start
Over

Glohal Return

to Menu

District| User Include

T [HP70092 - hp3k via VT-MGR. [Mum [ Caps |




Password rules tab

‘Pazzword Rules/Maint Mode! T Pazsword Fesets
— Composition Rules — General Rulez — Global DOV and login times
Minimurm Length: Iﬁ [Days Until 8 Paszword Can be Reused: Iﬁ ¥ Monday Start Time IW
Finimum Mumber of Alpha Characters: IW Days before a password expires: Iﬁ 7 Tuesday End Time Iﬁ

[¥ ‘wednesday

[# Thursday
b inirnurn Murmber of Lower Case Characters: IDD Murnber of Failed Logins befare Lockout: |5 7 Friday

Finimum Mumber af Mumernics: IDD [Daps Before Change P Warnings Stark: |22

Minirmurn Mumber of Upper Caze Characters: IEIEI Minwtes of Lockout for Failed Logine: |11 [7 Saturday
b &xirmum Mumber of Repeating Characters: IEIE Minutes of inactivity before lockout: |987 [# Sunday
Pazzword case sensitive: [~ Fezet Al

QLT System Maintenance Mode

Maintenance Mode: [~ Start: |'|2a’3'| 22100 Ll Start Time IEIDEIEI End: |12x’31 2100 j End Time |2359

NOTE: If the QCC System is put into Maintenance Mode only
the 'ADMIN' user will be able to login.
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Have all users check for

updates

Options Help

Change

Add

Process

Inspect

Enable Al
GridOukput

Save Record

Set Custonm Color
Search

Import User Security
Delete

Print Screen

Mowe How g

[iove Fawy Do
Add Root Skructure
Edit: Item

Show Diagnostic Screen

Hawve all users check for updates...
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Security View/Maintenance

m Can find info about users, classes,
security setting, and sets of records

] NETSYsSec QSS/0ASIS i ol x|
Ele  Options  Window  Help

et e B E

- Security View/Maintenance

Class

-- Security Reports
Import

Aoct LT
QSSUSER
QSSUSER 0712/2012 11:16:00
QSSUSER 07/13/2012 14:51:00 | 10, this is the admin user description itz 60 chars long and end
ADMIN2 qgssuser 0 this is the admin user description its 60 chars long and end
ATEST QSSUSER
ATEST1 QSSUSER
BAD QSSUSER 01/04/2010 12:50:00
BETA QSSUSER 07/24/2007

Bill Genske QSSUSER 06/28/2012 14:55:00
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